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INTRODUCING THE 2015 GLOBAL THREAT  

INTELLIGENCE REPORT  

Over the last several years, there has been significant security industry focus 

on Advanced Persistent Threats (APTs, or advanced threats), and rightly 

so. Advanced threats are after organizations’ crown jewels, and even the 

most sophisticated security vendors struggle to detect advanced attacks in 

progress. However, without the practical fundamentals, such as mature patch 

management processes, incident response procedures, endpoint protection 

controls, and proper training for users to detect phishing attacks or malware 

on their computer, attacks don’t need to be advanced to succeed. If the 

attacker can successfully exploit an old vulnerability or succeed with a social 

engineering attack, they can use their advanced techniques to maintain the 

attack instead of initiating it. 

This report demonstrates that APTs aren’t the only attack with which 

organizations need to be concerned. The data gathered by NTT Group in 2014 

demonstrates that many organizations are still not effectively defending against 

a less advanced threats.

As a result, this report focuses on techniques used in less advanced attacks, 

and the ways in which organizations can effectively defend against and 

respond to those attacks. This report also includes a chapter focused on the 

risks to end users, who are exclusively the targets of exploit kit and spear 

phishing attacks. End users are now the perimeter for organizations, and they 

need to be treated that way. 

EXECUTIVE SUMMARY
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It is a common refrain in the security industry 

that everyone needs to anticipate being 

compromised, but we do not see enough 

organizations taking this advice.  NTT 

Group’s observations in 2014 are that most 

organizations are not adequately prepared to 

handle major incidents in their environment. 

In other research areas, threat intelligence is a hot topic, but there appears to be 

some confusion in the market about what threat intelligence is – and what it is 

not. For this reason we have included a brief introduction to threat intelligence, 

how NTT Group defines threat intelligence, and how it is achieved. Proper threat 

intelligence is only recently being recognized for the true value it can bring to 

an organization. While it is being treated as an extension of existing security 

controls, it is more appropriate to consider it a foundational element.

Distributed Denial of Service (DDoS) attacks are attacks from multiple sites 

which are conducted with the purpose of making the target unavailable for 

intended users. We present an overview of the DDoS attacks NTT Group 

observed in 2014, with a focus on the rise and fall of specific attacks as well the 

distribution of DDoS attack types observed throughout the year.

Each section of this report presents recommendations for organizations to 

compare what controls they have in place against techniques which are proven 

to help mitigate threats.

EXECUTIVE SUMMARY

“NTT observes that most 

organizations are not 

adequately prepared to  

handle major incidents in  

their environment.” 
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KEY FINDINGS

GEOGRAPHIC AND VERTICAL MARKET TRENDS 

Throughout this year’s report NTT Group provides insight into the different 

threats we have observed against our clients, both by geographic location and 

alignment with specific business sectors.

◆   Finance continues to represent the 

number one targeted sector with 18% of 

all detected attacks. The long-term trend 

of targeted attacks against the finance 

sector continues. Most incident response 

engagements supporting the finance sector 

in 2014 were directly related to wire fraud, 

phishing and spear-phishing attacks.  

◆   Attacks against business & 

professional services moved from 9% 

to 15%. Business & professional services 

increases are the result of the risks inherited through business-to-

business relationships. The likely implication is that this sector is generally 

softer, but high value targets for attackers.  

◆   Malware related events in the education sector dropped from 42% to 

35%. Although there was a 7% decrease when compared to the 2013 findings, 

the education sector still represents over one-third of all malware-related 

events across all sectors. 

◆   56% of attacks against the NTT global client base originated from IP 

addresses within the United States. This represents a climb of 7% from 

49% identified in 2013 data. Attackers often leverage systems close to their 

intended targets, bypassing geo-filtering defense tactics. The United States 

is also a highly networked country and there is no shortage of resources for 

attackers to use.

“Finance continues to 

represent the number one 

targeted sector with 18% of 

all detected attacks.” 

“Attacks against business & 

professional services moved 

from 9% to 15%.” 
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KEY FINDINGS

VULNERABILITIES, ATTACKS AND EXPLOITATION 

An exploit kit is a malicious toolkit which bundles exploits so that those exploits 

can be more readily and consistently executed against the targeted end-user 

systems. This year’s vulnerability data and analysis of exploit kits provided 

additional validation of last year’s findings and also brought into view the impact 

which exploit kits can have against organizations. 

◆   Over 80% of vulnerabilities in 2014 exploit kits were published in 

2013 and 2014. In 2012, the average age of vulnerabilities in exploit kits 

was slightly less than two years old. In 2013 and 2014, the average age of 

vulnerabilities in exploit kits was just over one year. Exploit kit developers 

are focusing on usability and effectiveness of their kits to ensure successful 

compromise of targeted systems. Keeping content and capabilities of exploit 

kits fresh is a key factor which supports cybercrime as a business.  

◆   There has been an increase in Adobe Flash exploit usage in exploit 

kits from 2012 to 2014. The number of Flash vulnerabilities identified in 2014 

was the highest ever. This contributed to the steady increase of Flash-related 

exploits found in exploit kits. The Angler exploit kit has included zero-day 

Adobe Flash exploits, differentiating itself from competition. 

◆   Network Time Protocol (NTP) amplification attacks contributed to 

32% of all DDoS attacks observed by NTT Group in 2014. During the first 

quarter of 2014, NTP amplification accounted for the single largest amount 

of DDoS activity for the entire year. The simplicity of launching these types 

of attacks and the availability of DDoS tools to support them were key 

contributors. 

◆   DDoS amplification attacks using User Datagram Protocol (UDP) 

accounted for 63% of all DDoS attacks observed by NTT Group. In 

addition to the NTP amplification attacks observed, other UDP based attacks 

(SSDP and DNS) accounted for almost two-thirds of all attacks.  

◆   During 2014, 76% of identified vulnerabilities throughout all systems 

in the enterprise were more than 2 years old, and almost 9 percent 
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KEY FINDINGS

of them were over 10 years old. Considering the data represents 

vulnerabilities with a Common Vulnerability Scoring System score of 4.0 and 

higher this should be cause for significant concern about the effectiveness 

of patch management solutions. According to the CVSS, a score of 4.0 or 

higher would include vulnerabilities rated as medium and high, and would 

likely result in a failing of many compliance assessments. Many of these 

vulnerabilities also have exploits available in exploit kits. 

◆   26% of observed web application attacks in 2014 were injection-

based, up from 9% in 2014 GTIR. Injection-based attacks are the injection 

of malicious code or data into what the receiving system believes is a valid 

query. These attacks often allow exfiltration of data or remote command 

execution, and will be a significant concern for the foreseeable future. 

Contributing to this type of vulnerability is not only the absence of secure 

coding practices and quality assurance testing in custom applications, but 

also applications which inherit the capabilities of vulnerable third-party code 

libraries and frameworks.

INCIDENT RESPONSE AND CASE STUDIES 

An organization’s ability to identify attacks is not always equal to their ability to 

respond to an attack. Detailed findings are provided throughout this report with 

specific recommendations and case studies to illustrate some of the challenges 

faced by organizations today.

◆   NTT Group observes incident response efforts focused in three core 

areas (malware, DDoS and breach investigations). Although it appears 

some organizations are realizing the importance of managing incident 

response capabilities in-house, there is still a very clear trend in organizations 

needing external support for these core areas. Organizations appear to be 

fairly well suited for day-to-day operational response, but still rely on third-

party expertise when it comes to more complex security events. 
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KEY FINDINGS

◆   NTT Group support for DDoS attack response sharply decreased 

from 31% in 2013 to 18% in 2014. As technology capabilities become more 

widely available and affordable, and education about DDoS mitigation 

becomes more widespread, NTT Group has observed a decline in external 

support required for DDoS attacks. Although there was significant focus 

on NTP and SSDP DDoS attacks in 2014, mitigation controls are often able 

to successfully mitigate these threats, resulting in fewer incident response 

support events in this area. 

◆   Incident response engagements involving malware threats increased 

9% compared to 2013, from 43% to 52%. With the increased capabilities of 

exploit kits, NTT Group experienced a steady increase of incident response 

support for malware threats. A majority of this was in response to mass 

distributed malware. 

◆   Basic controls are still not implemented in all cases. 74% of 

organizations do not have formal incident response plans. Proper network 

segregation, malware prevention controls, patch management, monitoring, 

and incident response planning could have prevented or mitigated a 

significant portion of incidents NTT Group saw in 2014. These foundational 

controls are even absent in many large organizations. 

◆   Case Study: Spear Phishing Attack – Organization saves over 80% 

by successful mitigation. In this case study, NTT Group describes in detail 

how a spear phishing attack cost an organization over $25,000 in legal and 

investigation costs, but could have cost $127,000 or much more. 

◆   Case Study: Web Application-based DDoS Attack. Due to rapid 

detection and response efforts an organization was able to successfully 

address DDoS attacks, resulting in significant reduction of reputation and 

monetary losses. Proactive DDoS services saves organization reputation 

and significant financial impact.



8GLOBAL THREAT INTELLIGENCE REPORT 2015 :: COPYRIGHT 2015 NTT INNOVATION INSTITUTE 1 LLC

ABOUT NTT  
GROUP SECURITY

The NTT Group has a leading global security capability which is delivered by 

operating companies: Solutionary, NTT Com Security, Dimension Data, and 

NTT DATA  along with the NTT Innovation Institute, Inc. (NTTi³). Together, 

they deliver security consulting services, cloud-based and managed security, 

threat intelligence, security integration and risk management solutions to 6,898 

clients globally.

Collectively, the companies can meet your requirements for consistent, standard 

services across various geographies, while also delivering more specialized 

solutions, where required.

They can:

◆   Develop and communicate strategy – analyzing the market and 

competitive landscape, and applying these insights to ensure that you select 

the most appropriate technologies.  

◆   Perform security process engineering – ensuring that the correct 

processes and procedures are put in place, so that you derive maximum 

benefit from the investments you make and the market opportunities that 

you’ve identified.  

◆   Optimize security investment – taking ownership of the deployment, 

integration, and customization of various security technologies.  

◆   Manage security operations – professionally manage your security 

environment on an ongoing basis, using global best practices.  

◆   Meet your specific needs – providing services through a hybrid model 

of client-driven and provider-driven tools, delivered remotely, on-premise, 

or via the cloud.
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ABOUT NTT GROUP SECURITY

NTT Group’s security and research capabilities are demonstrated in:

◆   16 security operations centers (SOCs) worldwide  

◆   Seven research and development centers  

◆   6,898 clients  

◆   1,300 security and compliance experts

The companies operate globally, with common objectives, each having specific 

regional strengths.

With the support of NTT i³, the operating companies are collaborating and 

integrating to leverage the global reach and scale of NTT’s ICT and R&D 

capabilities, and the security intelligence and analysis capabilities of each of the 

global operating companies. 

This report was developed using NTT’s Global Threat Intelligence attack data 

from the NTT Group companies – including Solutionary, NTT Com Security, 

Dimension Data, NTT DATA, NTT R&D and NTT Innovation Institute, Inc.  The key 

findings in the 2015 Global Threat Intelligence Report are a result of the analysis 

of approximately six billion worldwide verified attacks over the course of 2014.  

The data for this report were collected from sixteen Security Operations Centers 

(SOC) and seven R&D centers, and supported by the thousands of NTT security 

specialists, professionals and researchers from around the world. 

Solutionary, an NTT Group security company (NYSE: NTT), is the next 

generation managed security services provider (MSSP), focused on delivering 

managed security services and global threat intelligence. Comprehensive 

Solutionary security monitoring and security device management services 

protect traditional and virtual IT infrastructures, cloud environments and mobile 

data. Solutionary clients are able to optimize current security programs, make 

informed security decisions, achieve regulatory compliance and reduce costs. 

The patented, cloud-based ActiveGuard® MSSP platform uses multiple detection 

technologies and advanced analytics to protect against advanced threats. The 
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Solutionary Security Engineering Research Team (SERT) researches the global 

threat landscape, providing actionable threat intelligence, enhanced threat 

detection and mitigating controls. Experienced, certified Solutionary security 

experts act as an extension of clients’ internal teams, providing industry-leading 

client service to global enterprise and mid-market clients in a wide range of 

industries, including financial services, health care, retail and government. 

Services are delivered 24/7 through multiple state-of-the-art Security Operations 

Centers (SOCs).

See how Solutionary can enhance security, improve efficiency and ease 

compliance. Contact an authorized Solutionary partner or Solutionary directly at 

866-333-2133 info@solutionary.com www.solutionary.com

NTT Com Security, an NTT Group security company (NYSE: NTT), is in the 

business of information security and risk management. By choosing our 

WideAngle consulting, managed security and technology services, our clients 

are free to focus on business opportunities while we focus on managing risk.

The breadth of our Governance, Risk and Compliance (GRC) engagements, 

innovative managed security services and pragmatic technology 

implementations, means we can share a unique perspective with our clients – 

helping them to prioritize projects and drive standards. We want to give the right 

objective advice every time. Our global approach is designed to drive out cost 

and complexity – recognizing the growing value of information security and risk 

management as a differentiator in high-performing businesses. Innovative and 

independent, NTT Com Security has offices spanning the Americas, Europe 

and APAC (Asia Pacific) and is part of the NTT Communications Group, owned 

by NTT (Nippon Telegraph and Telephone Corporation), one of the largest 

telecommunications companies in the world.

ABOUT NTT GROUP SECURITY
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To learn more about NTT Com Security and our unique WideAngle services 

for information security and risk management, please speak to your account 

representative or visit: www.nttcomsecurity.com for regional contact information.

Dimension Data, an NTT Group company (NYSE: NTT), is a USD 6.7 billion ICT 

solutions and services provider with over 25,000 employees and with operations 

in 58 countries. Its security business delivers broad technical and integration 

expertise across a variety of IT disciplines, including networking, security, 

communications, data centres, and end-user computing. We service over 

6,000 security clients across all industry sectors, including financial services, 

telecommunications, health care, manufacturing, government, and education. 

Our real-time security information and event management architecture is based 

on an enterprise-wide risk management solution that enables our Security 

Operations Centre (SOC) analysts to centrally manage attacks, threats, and 

exposures by correlating security information from multiple security technology 

controls. This solution enables them to eliminate clutter such as false positives, 

while quickly identifying the real security threats to help them respond effectively 

and efficiently. Our team of certified security experts, located in SOCs, brings 

unmatched cybersecurity experience to augment the knowledge base of our 

clients’ IT organisations. We provide peace of mind with skilled technicians 

ready to help clients respond to, and mitigate, all cybersecurity threats. Our 

certifications include ISO9001, ISO/IEC 27001:2013, ASD Protected Gateway, PCI 

DSS, and ASIO T4.

For more information, please contact your nearest Dimension Data office or visit 

www.dimensiondata.com.

ABOUT NTT GROUP SECURITY
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NTT DATA, an NTT Group security company (NYSE: NTT), is a leading IT 

services provider and global innovation partner with 75,000 professionals 

based in over 40 countries. NTT DATA emphasizes long-term commitment 

and combines global reach and local intimacy to provide premier professional 

services, including consulting, application services, business process and IT 

outsourcing, and cloud-based solutions. We’re part of NTT Group, one of the 

world’s largest technology services companies, generating more than $112 billion 

in annual revenues, and partner to 80% of the Fortune Global 100. 

Visit www.nttdata.com to learn how our consultants, projects, managed services, 

and outsourcing engagements deliver value for a range of businesses and 

government agencies.

NTT Innovation Institute, Inc. (NTT i3) is the Silicon Valley-based innovation and 

applied research and development center of NTT Group. The institute works 

closely with NTT operating companies and their clients around the world to 

develop market-driven, client-focused solutions and services. NTT i3 builds 

on the vast intellectual capital base of NTT Group, which invests more than 

$2.5 billion a year in R&D. NTT i3 and its world-class scientists and engineers 

partner with prominent technology companies and start-ups to deliver 

market-leading solutions which span strategy, business applications, data and 

infrastructure on a global scale. 

To learn more about NTT i3, please visit us at www.ntti3.com. 
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